e e , , 2 2 0 0 0 0 3 3 Hill Associates offers a course that expands on this paper. For more information visit our website at www.hill.com. 
Introduction
When designed correctly, information security is a process that adds value to an organization. Part of this process includes developing and implementing a security policy. We will describe what a security policy is, what it should do for an organization, and what it will not do. As we explain the process, we will explain the tools used to implement information security.
Information security implementation is a cyclical process that involves constant review and testing ( Figure 1 ). Notice that the process includes a review component.
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Figure 1: Information Security Process
Security Policy Is the Way
The first step to implementing information security is not based on technology. It involves developing a security policy, a short document (2-4 pages) that explains why you want to implement security. If you cannot find a reason to implement security (which I doubt), then do not. The security policy justifies the implementation of security measures. Do not implement security for its own sake; if you did, you would be letting technology drive the company, when the company should be driving the technology.
The policy should answer the questions below.
• Why is security important to the company?
• How does security support the company's mission statement?
• What is the cost benefit of implementing a security policy?
• What are the consequences of not implementing and complying with the security policy?
The cost benefit can be measured in numerous ways-tangible or intangiblesuch as increased productivity due to increases in network availability, compliance to local, state, or federal law, customer confidence, avoidance of poor publicity, integrity of data, and so forth.
In addition, the entire information security process must involve the technical staff and management so that the results are both technically feasible and enforceable (or the policy is useless).
The security policy will not change very often and will refer to other documents described below for implementation issues and other details. The contents of the other documents and ultimately the implementation must be measured against the security policy, so it is important to get it right. If the organization is doing things not mandated by the security policy (which describes why you are doing it in the first place), there is no benefit to the organization and resources are better focused elsewhere.
Security Standards: The What
The security standards document accompanies the security policy and describes what must be secured to comply with the policy. It might refer to other departments' documents (e.g., Human Resources requirements for confidentiality of employee data) or other standards and laws. It will identify an organization's assets, the risk to the organization if those assets are not protected, and the threats that must be protected against. When a risk or threat is identified, the company must decide whether or not to deploy countermeasures (i.e., steps to reduce the risk of an event having an effect) or insure against the risk; such measures should not cost more than the asset is worth.
An asset's worth is difficult to determine. One way is to estimate the replacement cost (the cost of downtime per hour x time to replace) To this cost, we add the cost of regenerating lost data. We would not use a quantitative value to determine an asset's worth when the asset must be secured to comply with law statutes or confidentiality expectations (e.g., the expectations of privacy of data held by government or military departments).
An asset is anything an organization requires to perform normal business operations. Some assets are listed below.
• The security standards should explicitly identify all assets critical to the business and the degree of threat and risk that they must be protected against. We do not need to build Fort Knox if only backups are required. The standards should also explain the consequences of noncompliance.
Security Procedures: The How
Once the security standards define what must be protected and the degree of protection, the security procedures are developed. This document must describe what must be done to ensure compliance to the other security documents and can include information such as network configuration templates, frequency of backups, firewall implementation, incident response, and frequency of log inspection. (Systems often record events-informational or critical-to a file called a log. This log could be on the same device that generates the message (e.g., a server, firewall, IDS, or router), or the log could be on a separate centralized server for correlation, prioritization, and notification of staff.)
The security procedures document is likely to be highly volatile as procedures are adapted to new threats or installed systems (and as the other described documents change).
Before finalizing the security documents, have legal counsel review them to confirm that legal requirements are met and that there is nothing left that would hold the company liable for its inclusion or exclusion. Even with careful preparation, some requirements might be interpreted ambiguously, so appoint a single person or committee to interpret the documents in case a question arises.
The policy should clearly state that the right of interpretation lies with this appointed person or committee.
Implementing Information Security
Implementing information security is a complex process that must involve the whole organization to ensure success.
People
If all employees are not involved in implementing the security policy, it will likely fail. Education and training are crucial to successful security implementations.
Most employees today have a username and password that they need to protect. Logging off at the end of the day and at lunchtime are two ways to do this. Weak passwords are also a huge problem. Education is the key here; even better is staff involvement in the development of the security policy, participants will have a greater sense of ownership and responsibility, further ensuring its success.
Social engineering-where perpetrators masquerade as legitimate contractors, employees, or figures of authority and trick users into compromising information such as passwords-is also viewed as a weak link and can be addressed through education as well. Employees must understand that they should never give their passwords to other users, even if they say they are authorized, and they should report all incidents to their internal security hotline.)
Technology
Several technology options are available to help secure a network. Companies now need more than the traditional options of firewalls and filters. Intrusion detection systems (IDS) are becoming increasingly common as complements to firewalls; they monitor traffic in key places and log suspicious activity. Think of an IDS as a burglar alarm; passwords, firewalls, and filters are the locks on the network, and the IDS is the alarm system. An IDS does not stop a security event; it tells you about it. (Some of the more advanced IDSs can respond to an event with the intention of avoiding any losses, for example, resetting the suspicious TCP session or block suspicious traffic.)
Some of the technologies to help implement part of a security policy are defined below.
• Figure 2 . • Accounting: •
VPN: A virtual private network allows communication between two devices over a public (insecure) infrastructure, sometimes called a tunnel. A VPN often uses authentication to verify the source of the information being received and encryption to hide the information from all but the intended recipient. Common VPN technologies include IPSec and L2TP.
•
DMZ: The demilitarized zone is part of a network that allows controlled access from the Internet; it is administered by a private entity. Web servers and mail servers are often placed here, as placing these devices on the internal network is not safe; allowing even controlled access to the internal network is a huge security risk.
Antivirus: Antivirus protection typically includes both host-based and server-based protections. In addition to detecting and limiting the harmful effects of viruses, anti-virus software also provides important protection against other virus-like network payloads such as Trojans (backdoor programs) and worms (self-replicating programs).
• Host/Server Security: Once all the components are in place, you must enforce the security policy. This is an ongoing process that is part of the security procedures. It involves auditing the network for ongoing compliance to the procedures as well as regularly inspecting logs for indications of non-compliance (e.g., unauthorized activity). You certainly want to realize any issues before they affect the business.
Incident Response
Recent events have shown that despite all the preparation and measures in place, security-related incidents will occur. Organizations must have a response plan to ensure the ongoing operation of the company. How an organization responds to an incident will vary depending upon the assets at risk and the intentions of the response. Below are two options.
• Pursue and prosecute: Sometimes an organization's goal is to identify the culprit and prosecute. (This goal is likely to be at odds with recovering the system, as you will not want to let the intruder know that you are aware of his/her actions.) Consider the risk of further compromise, though, especially if you are allowing the perpetrator continued access so you can collect evidence.
• Protect and proceed: If the system is critical to the business and the chance of identifying the cause is small, the priority will be to systems recovery to ensure continuity of operation. It is difficult to find perpetrators who hide their identity by executing commands via a zombie or slave device that they have previously compromised and to punish perpetrators on another continent not subject to the same laws.
The incident response plan should clearly define who has the authority to do what (e.g., bring systems down, talk to the media, notify management, or initiate chain of evidence procedures) and when. And, the incident response plan must be practiced. Too often, hasty decisions made under pressure lead to unexpected consequences, ranging from compromising further systems and delaying recovery to breaking the chain of evidence.
Immediately after an incident is the perfect time to review the policies, standards, and procedures. This is not an opportunity to apportion blame (except on the perpetrator) but to learn from the experience in an attempt to prevent future occurrences.
Risks and Threats
From what are we trying to protect our assets? A few examples of threats to network security are explained below.
• • Software bugs: Faults in software cause a device to crash or allow unauthorized users to execute code on the compromised machine (e.g., SQL Slammer, 2003) .
• Interception of data in transit compromises the contents.
• Inside threats from disgruntled employees threaten security.
• Social engineering: Perpetrators masquerade as legitimate contractors, employees, or figures of authority and trick users into compromising information such as passwords.
• Acts of God: These include floods, fire, hurricanes, and earthquakes.
• Terrorist attacks and war.
• Systems failure can compromise business operation just as deliberate attacks can. Maintain your equipment!
Summary
Information security is not a one-time implementation; it is a complex processone that involves developing a security policy, which then drives the development of security standards and procedures. Developing the policy must involve managerial and technical staff input to make it feasible and enforceable. Implementing the policy involves educating employees and invoking technology such as firewalls, IDS, encryption, and authentication. Competent execution of the policy includes creating an incident response plan and practicing the plan. Finally, ongoing compliance and return on investment involve post-incident review and constant auditing of the policy. In today's environment, a well-planned information security process is crucial; it can provide businesses real ROI, and sometimes, even save a business. 
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